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Infrastructure-as-Code (IaC) engines, such as Terraform, OpenTofu, and Pulumi, automate the provisioning
and management of cloud resources. They parse IaC specifications and orchestrate the required actions, making
them the backbone of modern clouds, and critical to the reliability of both the underlying infrastructure and
the software that depends on it. Despite this importance, this class of systems has received little attention: prior
work largely targets the correctness of IaC programs rather than the IaC engines themselves. Existing test
suites rely on manually written oracles and struggle to expose faults that manifest across multiple executions,
leaving a significant reliability gap.

We present EMIAC, a metamorphic testing framework for IaC engines. EMIAC defines metamorphic
relations as graph-based transformations of IaC programs and checks invariants across executions of the
original and transformed programs. A central novelty is our use of e-graphs in software testing, as both a
test-input generator and an equivalence oracle. E-graphs compactly represent program equivalences, enabling
the systematic generation of large spaces of equivalent IaC programs. To ground these relations, we analyze
43,593 real-world Terraform programs and show that IaC dependency graphs are typically small and sparse,
making e-graphs a natural fit.

Evaluating EMIAC on Pulumi, Terraform, and OpenTofu, we show that it complements existing test suites
by exercising engine-critical code paths and covering 98 previously untested statements in Terraform and 1,313
in Pulumi. EMIAC also uncovers previously unknown issues in all three test suites, improving their adequacy.
Three test cases have been merged into Terraform’s main branch, and Pulumi has merged a specification fix.

CCS Concepts: « Software and its engineering — Software testing and debugging; Formal methods.
Additional Key Words and Phrases: Software Testing, Infrastructure as Code, E-Graphs

ACM Reference Format:

David Spielmann, George Zakhour, Dominik Arnold, Matteo Biagiola, Roland Meier, and Guido Salvaneschi.
2026. Metamorphic Testing for Infrastructure-as-Code Engines. Proc. ACM Program. Lang. 10, OOPSLA1,
Article 118 (April 2026), 29 pages. https://doi.org/10.1145/3798226

1 Introduction

The widespread adoption of cloud computing has led to increasingly complex cloud environments,
where even small configuration errors result in significant security, availability, or cost-related
issues [21, 45, 74]. Infrastructure as Code (IaC) has emerged as a dominant paradigm for managing
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these environments, allowing developers to define cloud infrastructure as source code. As a result,
infrastructure specifications go through a well-established software lifecycle not different from
traditional software, including, e.g., version control and bug fixing, greatly simplifying the operation
of cloud applications. IaC engines such as Pulumi [72], Terraform [33], and OpenTofu [53] automate
the creation, updating, and deletion of infrastructure based on these specifications.

While IaC engines improve reproducibility and mitigate common human errors, the correctness
of such engines remains a critical, under-tested risk surface. They interface with modular providers,
which are platform-specific plugins responsible for interacting with the APIs of individual cloud
service providers, e.g., Amazon Web Services (AWS). The core of each IaC engine orchestrates re-
source lifecycles in a platform-agnostic manner. In contrast, each provider implements the concrete
operations required to provision, update, and delete resources on its respective platform. A single
IaC engine supports dozens of providers, all of which build on the shared logic implemented by it.
Thus, a bug in the engine propagates across all providers, potentially compromising infrastructure
deployments on multiple platforms and affecting all software stacks running on such deployments.
In summary, IaC engines have become critical to modern IT infrastructure, and their correctness
should be regarded as being as vital to system operations as compilers and network protocols.

The central abstraction that enables this orchestration is the resource graph. An IaC program
is compiled into a graph whose nodes are resources, e.g., a virtual machine, a database, or a
storage bucket, and edges are dependencies, e.g., a database must be created after its VM. The
engine maintains this graph as persistent state across deployments: rather than recreating the entire
infrastructure, it compares the graph in the current state to the one implied by the new program and
computes the minimal sequence of create, update, and delete operations needed to reconcile them.
Correctness of this reconciliation is essential: even small errors in graph construction, traversal, or
update logic, lead to inconsistencies that ripple through an entire deployment.

Such fragility has led to documented issues. Real-world reports from Terraform’s issue tracker
illustrate how delicate this reconciliation is [29, 30]. In one case, the engine inferred a spurious cycle
in the resource graph when certain lifecycle options (such as create_before_destroy) were combined
with resource removals, causing deployments to halt even though no real cycle existed [29]. In
another case, the engine failed to maintain a necessary dependency edge between resources, leaving
the order of operations undefined [30]. Such a fault can lead to situations where a resource is
modified or removed before its dependents are safely removed, producing subtle misconfigurations.
Both examples stem from small mistakes in reasoning about the resource graph and highlight that
even mature engines are susceptible to such errors. Even worse, bugs in IaC engines occasionally
manifest not as crashes, but as subtle deviations in the resource graph [12, 31]. For example, a
missing edge may result in a resource being created too early, violating a dependency; a missing
node may silently omit a resource altogether; or an incorrect diff may remove critical infrastructure.
In all of these cases, the deployment may appear to succeed, producing no errors or warnings,
while leaving the infrastructure in an incorrect or insecure state. Such silent faults undermine the
very reproducibility and reliability that motivate the adoption of IaC in the first place.

In summary, ensuring the reliability of IaC engines is essential, but challenging for two main
reasons. First, the oracle problem [3]: for a given IaC program there is rarely a ground-truth
infrastructure state to compare against, especially under incremental updates where state evolution
matters. Second, realistic tests often require interacting with real cloud services, which is slow,
costly, flaky [54], and hard to scale.

In this paper, we address these challenges with EMIAC, a fully automated, tool-agnostic frame-
work for IaC engines that reasons directly on resource graphs. We address the oracle problem
using metamorphic testing [10], which exploits relations between multiple executions to validate
program behavior without relying on a conventional, single-execution oracle. Specifically, rather
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than validating a single sequence of IaC program deployments, we apply semantic-preserving
transformations to this sequence and verify that a resulting sequence of IaC programs converges
to the same resource graph when executed one after the other. If two semantically equivalent se-
quences produce divergent deployments then a bug is found. Additionally, we address the challenge
of system test execution by making use of mock providers that simulate resource creation without
invoking external cloud APIs. This design choice is appropriate because an IaC engine is agnostic
w.r.t. the provider internals: its responsibility is to construct and reconcile the resource graph, not
to perform the low-level API calls. As a result, mock providers are ideal for isolating and testing
engine correctness without introducing the cost and flakiness of real cloud executions.

Two design decisions make EMIAC both practical and general. First, we introduce a compact
Intermediate Representation (IR) for describing resource graphs and their transformations. The
IR captures the core engine-level operations—add, remove, connect, and disconnect—which capture
the manipulation of resource graphs and act as a core calculus with which we can reason about
metamorphic testing formally. By abstracting away tool syntax and provider specificities, the
IR allows us to reason about IaC engines uniformly while still being able to transpile programs
back into concrete IaC programs suitable for Pulumi, Terraform or OpenTofu. Second, we use
e-graphs [50], a data structure that compactly represents large spaces of equivalent programs. Not
only can it serve as an equivalence oracle, i.e., two programs end up in the same equivalence class
if and only if they compute the same graph, but it can also serve as a powerful test generator,
enumerating wildly different equivalent variants from a set of rewrite rules. Our core design choice
is to use as the metamorphic relation the semantic equivalence of programs. Equivalence is the most
precise relation in this setting, because it requires identical resource graphs and therefore minimizes
false positives and false negatives compared to weaker relations such as sub-/super-graph relations.
Given a single test input, there are infinitely many programs that are equivalent w.r.t. the resource
graph. This choice makes the oracle both precise and constructive, enabling us to generate diverse
equivalent variants from a single seed while checking their convergence.

Crucially, IaC engines are stateful: they maintain a persistent resource graph across deployments
and update it incrementally. To test this behavior, EMIAC extracts multiple equivalent variants
from a canonical IR program, splitting each into batches that incrementally evolve the graph. Each
update represents a realistic change that the engine must reconcile correctly. This lifecycle-aware
testing enables validation of update sequences such as incorrect diffs or misordered operations.

We evaluate EMIAC on all the three major open-source IaC engines, Pulumi, Terraform, and
OpenTofu [22]. Our analysis covers 43,593 public IaC programs from 7,283 repositories, revealing
that their resource graphs are small, shallow, and sparse. We further demonstrate the effectiveness of
our IR by showing that EMIAC is tool-agnostic. EMIAC complements official test suites by covering
98 previously untested statements in Terraform and 1,313 in Pulumi. Mutation analysis highlights
its complementary strength, as EMIAC kills additional mutants that existing suites miss. EMIAC has
already produced concrete impact: Terraform merged three of our test cases into the main branch
after our mutation analysis revealed real gaps in their tests, and Pulumi fixed a specification error
in its documentation. Finally, EMIAC generates tests faster than the baseline rewriting approach,
achieving higher diversity in less time. As the number of generated tests increases, the diversity of
EMIAC-generated tests remains consistently high, degrading far less than that of tests generated
by the baseline approach.

Contributions. This paper makes the following contributions:

(1) We present the first testing framework for IaC engines, addressing the oracle problem via
semantic equivalence over resource graphs.
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(2) We introduce the use of e-graphs and equality saturation in software testing to model program
equivalences and automatically generate test inputs.

(3) We design an IR for a theoretical framework connecting metamorphic testing, IaC, and
e-graphs. The IR also allows expressing tool-independent resource graph transformations
that we compile to major IaC engines.

(4) We provide the first empirical characterization of real-world IaC resource graphs by analyzing
public IaC programs from the largest available dataset.

(5) We implement our technique in the tool EMIAC and evaluate it on the major IaC engines,
demonstrating that it complements official test suites by covering 98 previously untested
statements in Terraform and 1,313 in Pulumi, killing additional mutants missed by existing
suites, and producing concrete impact with three test cases merged into Terraform and a
specification fix in Pulumi.

2 Background

In this section, we introduce the key concepts about metamorphic testing, Infrastructure as Code,
and e-graphs that will be used in the rest of the paper.

2.1 Metamorphic Testing

A core challenge in software testing is the oracle problem [3]: distinguishing the desired, correct
behavior from potentially incorrect behavior based on test outputs. In many domains, constructing
a reliable oracle is costly, time-consuming, or even impossible. Metamorphic Testing (MT), first
introduced in 1998 [10], addresses this challenge. The key idea of MT is that checking the relationship
between the outputs of related inputs is possible even though the correctness of individual outputs
may not be. Metamorphic relations (MRs) formalize such relationships and enable (1) transforming
existing source test cases into new follow-up test cases, and (2) validating the program behavior
without a conventional oracle. Following Chen et al. [10], an MR is defined as follows:

Definition 2.1 (Metamorphic Relation). Let fbe the system under test, and 7 and O be input
and output relations respectively. Then a Metamorphic Relation (M R) is the property that for every
test cases ty, ..., ,, such that Tp(ty, ..., t,) then Op(f(ty), ..., f(E)}.

A MR can be used as a test oracle since once an input relation J p holds, the output relation Og
must hold as well: a faulty behavior of fis triggered whenever it is not the case. Given an input
relation J i and a source test case t;, which could be given or generated, t; is transformed into a
follow-up test £, using an input transformation [1]:

Definition 2.2 (Metamorphic Transformation). Given Jp, t;,1,, and some transformation 7.

T
Then T is said to be a Metamorphic (Input) Transformation whenever t; — t, satisfies Jp.

Metamorphic tests are generated from source test cases by applying input transformations to
produce follow-up tests. Many metamorphic transformations can be composed sequentially to
transform a single source test case into a follow-up test case [56].

Example. A classic example of MT is testing the sine function. Instead of unit testing it using
a sine table, we can use the trigonometric identity sin(t) = sin(x — ) as a M R. In particular,
Jgr ={@,r —1t) : t € R} and Oy, is equality. The metamorphic transformation which satisfies this

T
MR is simply t; — 7 — t;. Thus, MT enables correctness checking without an explicit oracle.
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Fig. 1. Deployment workflow of an IaC program and the key components of an IaC engine.

2.2 Infrastructure as Code

IaC refers to automating the provisioning and the maintenance of computing infrastructures and
systems via a code-based description of the infrastructure. The focus of this work is on provision-
based IaC engines, which help provision, maintain, and update cloud infrastructure. This contrasts
with configuration-based IaC tools, such as Ansible, Puppet, and Chef, which are primarily used to
install and manage software within an already existing infrastructure [19]. Typically, provision-
based IaC engines interact with cloud platforms such as AWS. The most popular provision-based
IaC engines are Pulumi [72], OpenTofu [53], Terraform [33], and AWS CloudFormation [63].

IaC engines allow IaC programs to specify the target state of the deployment in a declarative
way. All configuration-based engines and some provision-based ones (e.g., Terraform) only support
configurations (e.g., JSON) or domain-specific languages (e.g., HCL for Terraform and YAML for
Ansible) for the specification of IaC programs. On the other hand, Pulumi, AWS Cloud Development
Kit (CDK) [62], and CDK for Terraform (CDKTF) [32] allow developers to specify IaC programs
using general-purpose programming languages [65].

IaC Deployment Workflow. The typical deployment workflow of an IaC program is in Figure 1.
An IaC Program declaratively specifies the desired infrastructure state. The Parser processes the
program and produces an intermediate representation consumed by the Core. Within the core, the
Graph Builder constructs a resource graph: a dependency graph of the resources. The Differ then
compares this desired state with the current infrastructure state, typically recorded in a State File,
and determines a set of changes. Based on this plan, the Executor issues dependency-respecting
operations to transition the infrastructure into the target state. To apply these changes, the core
interacts with Provider Plugins, which act as adapters to concrete platforms and perform operations
via their APIs. These providers are responsible for translating the abstract operations into concrete
API calls to the target environment. After execution, the State Manager updates the state file to
reflect the new infrastructure state. While cloud platforms such as AWS are the most common,
providers may also manage resources on premise or even on the local system.

Example. Section 2.2 shows a Terraform IaC pro- | provider "aws" { region = "us-east-1" }
gram that provisions a storage service for a photo- > resource "aws_s3_bucket" "photo_bucket" {
sharing application. It begins with a provider block 3 bucket = "sample-photo-app-images" }
that configures the region to be us-east-1. Next, 4 resource "aws_s3_object" "welcome file" {
the IaC program declares an aws_s3_bucket resource bucket = aws_s3_bucket.photo_bucket.id
named photo_bucket, an Amazon S3 bucket to store ap-
plication images. Next, it declares an aws_s3_object re-
source called welcome_file, that depends on the bucket
which specifies that the object must be placed in
the S3 bucket. This object is initialized with the key
welcome.txt and contains the text “Welcome!”

4
5
6 key = "welcome.txt"
7

content = "Welcome!" }

Listing 1. Terraform example for a photo-sharing
app: an S3 bucket with an initial object.
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When executed, the core builds a resource graph with two nodes, one for each resource, with
an edge from photo_bucket to welcome_file. If the state file is empty, the differ determines that both
resources need to be created. The executor then invokes the AWS provider to create the S3 bucket
and then the object in it. Finally, the state file is updated with the provider configuration and the
existence of both resources, preventing future runs from recreating resources needlessly.

This example illustrates the key responsibilities of deployment engines in provision-based IaC
engines: (1) providers mediate access to concrete platforms; (2) resources are declared in a high-level,
declarative manner; (3) dependencies are inferred from references; and (4) the system maintains a
state that enables reproducible and idempotent deployments.

2.3 E-Graphs

The e-graph [50] is a data-structure to efficiently store and query from the smallest reflexive, symmet-
ric, transitive, and congruent closure of a set of equalities. It has been applied successfully to many
domains such as automated theorem proving [18], SMT solving [16], compiler optimizations [39],
and program synthesis [49]. It offers two operations: (1) find, that retrieves the equivalence class of
a given expression, and (2) merge, sometimes called union, that merges two equivalence classes
into a single one. Two expressions are equal if they have the same equivalence class, and two
expressions can be made equal by merging their equivalence classes. The e-graph is a graph with
two kinds of nodes: (1) e-classes, representing equivalence classes, and (2) e-nodes, representing
expressions. E-graphs have also two kinds of edges: (1) class—node, representing membership in an
equivalence class, and (2) node—class representing congruence.

E-graph example. Figure 2 shows the e-graph
built from the two equalities @ = remove(a, @)
and remove(a, add(a, @)) = @. Expressions are
drawn from a grammar of either terminal sym-
bols, e.g. a and @, or function applications, e.g.,
add(a, @) and remove(a, ®). E-classes are rep-
resented as circles labeled with Greek letters

Fig. 2. The e-graph generated from: @=remove(a,®)  and e-nodes using multicell rectangles whose

and remove(a, add(a, ?)) = @. E-classes are circles iyt cell is an identifier and remaining cells are

and e-nodes are multicell rectangles. holes. An e-node belongs to an e-class when
the two are connected by an edge. For example, @ belongs to @ and thus find(®) = . When an
edge connects an e-class to a hole in an e-node, all expressions built by replacing the hole with
any e-node belonging to the e-class are equal. For example, the two expressions add(a, ®) and
add(a, remove(a, @)) are equal since both @ and remove(a, @) belong to «, i.e., replacing the last
two expressions in the e-node add(y, &) produces the previous expressions. We also say that two
e-nodes in an e-class are equal, thus @ and remove(a, @) are equal since they both belong to a. In
the example, the e-graph has three equivalence classes: ¢, f, and y. The equivalence class y has a
finite number of expressions, only a, while both @ and f contain an infinite number of expressions.

Equality Saturation. In Figure 2, the functions add and remove are uninterpreted as nothing can be
said about their definition besides simple equalities. To provide more meaning to the uninterpreted
functions in the e-graph we may saturate the e-graph with respect to some rewrite rules [71]. For
example, saturating the e-graph of Figure 2 with the rule add(x, add(y, g)) — add(y, add(x, g))
consists of three operations: (1) e-matching [15], which searches the e-graph for all expressions
matching the left-hand-side and obtains bindings for the variables x, y, and g; (2) rewriting, which
applies the bindings to the right-hand-side to obtain a new expression, and (3) merging, which
equates the newly added expression to the match. Crucially, variables in a rewrite rule are bound
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to e-classes and not e-nodes, this effectively applies a large (potentially infinite) amount of rewrites
in one step. While this process may diverge, timeouts and amortized rebuilding [75] can make it
practical. To the best of our knowledge, we are the first to apply efficiently e-graphs to testing.

1 create r2, r1; 1 create r0, r2, r1, r3; 1 create r0, r2, r1, r3;
2 r1 depends on r2; W 2 r3 depends on r1, r2;|| 2 r3 depends on r1, r2;
3 create r0; Transformations T 3 r1 depends on r2; 3 r1 depends on r2;

4 r3 depends not on r1, r2;
5 delete r3;

(a) Resource graph after source test case. (b) Resource graphs after follow-up test case.

Fig. 3. Terraform’s resource graphs after the execution of source (Figure 3a) and follow-up test cases (Figure 3b).
The resource graphs in the dashed boxes are different, violating the MR hence killing the Terraform mutant.

3 EMIAC in a Nutshell

We now present an example that demonstrates how EMIAC reveals subtle bugs in IaC engines.
We consider a mutant of the Terraform source code, i.e., a version of Terraform where a small
syntactic change has been introduced as part of our mutation analysis evaluation (Section 6.4).
Mutation analysis is used to assess the quality (or adequacy) of a test suite, which is determined by
the number of mutants it can kill [17], i.e., the number of mutants for which the test suite produces
a failing execution. Specifically, the mutant consists of injecting a single break statement into the
code!. Although this change is minimal, it alters the control flow, causing the deployment engine to
behave incorrectly under certain conditions. EMIAC is able to uncover this bug (or kill the mutant),
whereas the official Terraform test suite does not.

Figure 3 shows the resource graphs that Terraform produces when executing the source test case
(Figure 3a) and the follow-up test cases (Figure 3b). EMIAC randomly generates the source test case
in the IR, which is then transpiled into the IaC program (top part of Figure 3a). The source test case
defines three resources (r0, r1, and r2), with one dependency (r1 depends on r2). After executing the
corresponding transpiled IaC program from an empty state, the IaC engine produces the resource
graph shown in the dashed box on the right-hand side of Figure 3a.

Then, EMIAC applies the metamorphic input transformations 7 to the source test case through its
e-graph, generating a follow-up test case that is semantically equivalent to the source test case. In
particular, the follow-up test case corresponds to the IR with five lines shown on the right-hand side
of Figure 3b. This follow-up test introduces one additional resource w.r.t. the source test, namely r3,
which depends on r1 and r2 (Line 2). However, Line 4 removes this dependency, and Line 5 deletes
the resource itself; thus, the follow-up test remains equivalent to the source test.

To exercise all the core components of the IaC engine, including the Differ (Figure 1), EMIAC
divides the follow-up test into two parts (or batches). The first batch is the IR with three lines
shown on the left-hand side of Figure 3b, while the second batch is the whole follow-up test on the
right-hand side. As IaC engines are stateful, they should be able to handle incremental updates that
result in the same resource graph. Both batches are transpiled into IaC programs; the first batch
produces the resource graph in the middle of Figure 3b (box with a solid line). Then, the whole

In particular, the break statement replaces the following line of code: https://github.com/hashicorp/terraform/blob/
33aa0f719b08aa42217777a43df597eefabc4448/internal/states/state.go#L362

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 118. Publication date: April 2026.


https://github.com/hashicorp/terraform/blob/33aa0f719b08aa42217777a43df597eefabc4448/internal/states/state.go#L362
https://github.com/hashicorp/terraform/blob/33aa0f719b08aa42217777a43df597eefabc4448/internal/states/state.go#L362

118:8 David Spielmann, George Zakhour, Dominik Arnold, Matteo Biagiola, Roland Meier, and Guido Salvaneschi

follow-up test is transpiled and executed. In this case, the IaC engine first needs to compute the
difference between the current state and the desired state specified in the transpiled version of the
follow-up test. The expected outcome (i.e., the output relation () is that the IaC engine produces
the same resource graph as the source test (i.e., equivalence), as the source test is equivalent to the
follow-up test (i.e., the input relation J is also an equivalence relation). However, as shown in
Figure 3, the states in the dashed boxes differ: resource r3 is not deleted in Figure 3b.

This inconsistency reveals a bug in the IaC engine, effectively killing the mutant; the state after
sequential executions diverges from the expected declarative semantics. Next, we describe how our
approach generates source and follow-up test cases using e-graphs.

4 Approach

In this section, we elaborate on EMIAC’s approach to test IaC programs. We describe the goals that
guide the decisions taken in the design of EMIAC. Then, we provide an overview of EMIAC and
each of its components.

4.1 Design Goals and Key Insights

Goal 1: Unifying theoretical framework for metamorphic testing of IaC. Both programming lan-
guages and metamorphic testing (Section 2.1) offer their own distinct theoretical frameworks. We
wish to formally present EMIAC, which requires bridging the gap between the two frameworks.
Key insight: Intermediate Representation (IR). All IaC engines manipulate a resource graph.
Accordingly, we define an IR for graph manipulations and elaborate on its properties in Section 4.3.2.
This enables us to define a syntactic theory that connects resource graphs, metamorphic testing,
and e-graphs in Section 4.6, which depends on a concise and sound equational system over graph
expressions, which we exploit for the metamorphic transformation and the oracle (Section 4.4).

A pleasant side effect of adopting the IR is that it is IaC engine-agnostic: EMIAC targets virtually
any provision-based IaC engine regardless of its features and the different programming languages it
offers to its users. We use transpilers to target concrete languages, e.g., HCL and Python (Section 4.3).

Goal 2: Diverse tests from the get-go. Traditionally, metamorphic testing with an equational system

starts from the source test program. It chains metamorphic transformations, each applied locally,
one step at a time, to produce different follow-up test programs. Each local rewrite incrementally
transforms the program, gradually moving it away from the original into a diverse test case. In
contrast, EMIAC introduces diversity from the very beginning by exploring equivalence classes
thanks to e-graphs. For example, consider testing an arithmetic calculator with the metamorphic
transformations x x y = yxx,x+0=x yx1 =7y,and (x + y) Xz = x X z + y X z; the output
relation states that the execution of the source and the follow-up programs should be the same.
Given the expression 5 as a starting source test, we reach the follow-up test 5x 1+ 5 x 0 by chaining
at least six metamorphic transformations. Our goal is to generate this follow-up test faster.
Key insight: Semantics-driven generation through random e-graph walks. We achieve this
goal by using the source program semantics to guide a generator. In the example, the generator
might choose to generate an equivalent expression of the form - + -, and choose a multiplication
for each argument, producing an expression of the form (- x ) + (- x -), thus reaching the desired
shape in three steps instead of six. Thanks to e-graphs, the follow-up program is obtained by simply
walking a graph, achieving this goal efficiently (Section 4.4).

Goal 3: Fast generation of diverse tests. Test programs can be efficiently produced by walking the
e-graph. However, the e-graph must first be constructed. Our goal is to amortize this cost.
Key insight: Eager e-graph saturation and caching. As we will discuss in Section 4.4.2, this
construction step is performed once as a pre-processing phase. The key insight is that a saturated
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IaC Program
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Random Graph o o
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Fig. 4. Overview of EMIAC, which consists of four main phases, namely @ Test Input Generation, @ Meta-
morphic Transformation, ® Test Execution and @ Test Oracle.

e-graph already intensionally models all possible test programs. As such the e-graph incorporates all
the relevant metamorphic transformations; it only needs to be built once and after this initial cost,
arbitrarily many diverse follow-up test programs can be generated efficiently by walking it.

4.2 Overview of EMIAC

EMIAC encompasses four phases (Figure 4): (1) Test Input Generation (Section 4.3) takes as input
graph parameters, e.g., a bound on the number of nodes and edges or a random seed, and generates
a IaC source test input in our IR and transpiles it; (2) Metamorphic Transformation (Section 4.4)
uses a saturated e-graph to transform this input into multiple equivalent variants that are split into
deployment batches; (3) Test Execution (Section 4.5) runs each batched variant on the IaC engine to
obtain its corresponding resource graphs and (4) Test Oracle compares the resource graphs of each
variant to that of the initial test input to identify potential bugs in the IaC engine.

4.3 Test Input Generation

4.3.1 Random Graph Generator. The first step in metamorphic testing is the generation of the
source test case. In the context of IaC engine testing, a test case is a resource graph. Thus, we
employ a random graph generator to generate test cases, which ensures exploration of different
graph topologies and produces resource graphs with controlled characteristics. Given the number
of resources and the maximum number of edges, the generator constructs nodes and randomly
connects them with directed edges. To guarantee acyclicity, all edges are directed from lower-
indexed nodes to higher-indexed nodes. Randomization is central to this process. By sampling both
the number of edges and their placement subject to DAG constraints, the generator produces a
broad spectrum of graph topologies, from sparse linear chains to denser structures with multiple
fan-in and fan-out patterns. This enables large-scale and efficient test generation: even with fixed
parameters, repeated runs yield structurally distinct graphs. As a result, the generator mitigates
overfitting to specific graph structures and improves coverage of potential edge cases.

4.3.2  Resource Graph Intermediate Representation. We now introduce the intermediate representa-
tion (IR) of graphs. The IR is central to our treatment of IaC, metamorphic testing, and e-graphs in
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the same theoretical framework. Pleasantly, it also abstracts the specifics of each IaC engine. The
IR is defined by the following syntactic rules where node identifiers range over n and m.

G::= empty | (addnG) | (remnG) | (connmG) | (disc nmG)

The empty expression represents the empty resource graph, add expresses adding a node n to a
resource graph G while rem expresses removing a node (and all its in- and out-edges). con expresses
adding an edge from n to m while disc expresses removing such an edge. Any graph G = (N, E)
with a total ordering on its nodes N inducing a total lexicographic order on its edges E C N x N
can be canonically expressed using () : N x E — G defined below:

(N,.E)=G  (n,m) =maxE (N,2) =G  n=maxN
(2,2) = empty (N,Ew{(n,m)}) = (connmG) (N v{n}, @) = (add n G)
IR expressions can be evaluated into graphs using [-] : G — V x E defined as follows:
[G] = (N, E)
[empty] = (2,2) [(add n G)] = (N u {n}, E)

[Gl=(N,E) neN
[(remnG)] = (N\{nL, EX({(n,m) : me N}u{(mn) : meN}))
[G] = (N,E) nmeN [G] = (N,E) nmeN
[(connm G)] = (N, Eu{(n,m)}) [(disc nm G)] = (N, EX{(n,m)})

The only invariant that holds on a graph [G] = (N, E) constructed with the IR is that E C NxN. A
simple inductive argument on [-] shows that, whenever it is defined, the invariant holds. Moreover,
it is again easy to show by induction that [-] is a left-inverse of (-). The latter is not a left-inverse of
the former because [-] is not injective. For example, [(add a (add a empty))] = [(add a empty)].

Since [-] is a partial-function, we define well-formed expressions as those expressions g for which

[g] is well-defined.

4.3.3 Transpiler. To deploy an IaC program written in the IR, it must be transpiled into the language
consumed by the IaC engine. The transpiler starts by interpreting the IR according to the semantics
in Section 4.3.2, producing a graph, and checking that it is a DAG. Then every node in this graph is
transpiled into a resource definition statement and every edge between two nodes is transpiled into
a dependency statement. Crucially, we make use of custom providers that are free of side-effects.

4.4 Metamorphic Transformation via E-Graphs

At the heart of EMIAC is an e-graph that plays four important roles. (1) It internalizes the rewrite
rules with the saturation engine, (2) it acts as an oracle that efficiently checks if two programs
compute the same resource graph, (3) it efficiently represents equivalence classes of IR programs,
and, (4) it allows efficient extraction of equivalent IR programs. In the next sections we describe in
detail these aspects and finally we formally define the metamorphic relation and transformation.

4.4.1 Rewrite Rules. To define the metamorphic transformation, we design a system which de-
scribes equalities between well-formed expressions when they evaluate to the same graph under
[-]- For every equality a = b we can produce two rewrite rules a — b and b — a. Rewrite
rules are generally quantified, e.g., the rewrite rule vr, g. (add r g) — g eliminates every occur-
rence of add. To increase expressivity, rules can be conditional, e.g., the rule Vry, 7y, g. 1y =1y =
(remr; (add ry g)) — (add ry (remr; g)) allows swapping an add and a remove operation only
when the resources being added and removed are not equal. In the following, conditions are re-
stricted to being conjunctions of resource disequalities in order to keep the system purely-syntactic,
i.e. it does not rely on the interpretation of the graph expression.
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In the following we implicitly quantify over resources r,ry,r,, 13,14 and a graph g.

Idempotent. Three rules state when operations are idempotent:
(add r(add r g)) = (add r g)
(conr,r,(conryr,g)=(conrr, g (discr r,(discr, 1, g)) =(discrr, g)
Inverse. Two rules state when some operations are inverses of others:
(remr (add r empty)) = empty
(discr, r, (conr, r, (add r, (add r, empty)))) = (add r, (add r, empty))
Commutative. Four rules state when an operation is commutative:
(add r, (add r, g)) = (add r, (add 1, g)) r, #r, = (remr, (remr, g)) = (remr, (remr, g))
(conry ry,(conryr, g))=(conryr, (conr 1, g))
(discr r, (discryr, g)) = (discryr, (discr, r, g))
Commute. These six rules state when two operations commute:
r#r, = (addr, (remr, g)) = (remr, (add r; g))
r#=r,ar #r, = (addr, (conr,ry g)) = (conr,r, (addr, g))
r#=r, A # 1, = (remr (conr,ry g)) =(conr, 1 (remr, g))
r#r,Ar #r, = (addr, (discr,ry g)) = (discr, ry (addr, g))
rn#=r,Ar == (remr, (discr, ry g)) = (discr, ry (remr, g))
r#=r A, =1, = (conr r, (discryr, g))=(discryr,(conr 1, )

Right-Absorption. Six rules state when a nested operation can be omitted:

(remr, (conr, r, g)) =(remr, g) (remr, (conr,r, g)=(remr, g)
(remr, (discr r, g) =(remr; g) (remr, (discr r, g)) =(remr, g)
(conr, r,(discrr,g))=(conrr, g (discr r,(conr 1, g))=(discrr, g)

Left-Absorption. Four rules state when a parent operation can be omitted:

(addr, (conr,r, g)=(conr 1, g) (addr, (conryr, g)=(conr, 1, g)
(addr, (discr, 1, g)) =(discrr, g) (addr, (discr, 1, g)) =(discr, 1, g)

The system is designed to preserve well-formedness under the assumption that they are applied
to well-formed expressions. For example, the general idempotent rule for rem is missing since
(remr(remr g)) is not well-formed, i.e. [(rem r (rem r g))] is undefined.

Moreover, the system is sound and complete: the application of an equality does not modify
the resource graph an expression computes, and given two expressions that compute the same
resource graph we can always apply some equalities to transform one into the other. Formally:

LEMMA 4.1 (SOUNDNESS). Given well-formed expressions g, and g,, if g4 = g, then [g1] = [g2]-
Proor SKETCH. By structural induction on =. The mechanized proof is in [68]. ]

LEMMA 4.2 (COMPLETENESS). Given well-formed expressions g, and g, such that [g;] = [gy+1]
then there exists g,, -+, g, such that g; = g1 forevery1 <i<n+1.

ProoF SKETCH. Every program can be rewritten into a canonical form: all removes/disconnects
can be pushed next to matching adds/connects with commutative rules, all these pairs can be
pushed towards the empty and eliminated, all duplicates are removed with idempotent rules, and
commutative rules are applied to sort the result into the canonical form. By transitivity of = and
Lemma 4.1 the canonical acts as a bridge between g; and g,,, ;. The mechanized proofisin [68].
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|rem|a|\-|<)(1*»add|b- . " [ead]b]s

4

Fig. 5. Walking the e-graph along the path 1-7 starting from the e-class a of resource graphs containing only
the resource b produces the program: (rem a (add b (add a )

For testing, soundness is crucial: without it the e-graph may generate two expressions that
compute different resource graphs. Completeness improves diversity: the more equivalences EMIAC
discovers, the more diverse the set of follow up test expressions is.

4.4.2 Rewrite Engine, Saturation, and E-Graph Caching. To apply the metamorphic relation we use
the e-graph saturation engine. The process starts with e-matching [15] which consists of searching
the e-graph for terms that match one side of a rule to find assignments for quantified variables.
Substituting these assignments into the other side produces a new term that is added and equated
in the e-graph. Saturation involves repeatedly e-matching and substituting over all the rules until
no new equalities are discovered.

In general, saturation does not terminate. This occurs when new e-classes are discovered at every
iteration. But in EMIAC the number of resources is bounded and hence the number of possible
resource graphs is too. By completeness, two distinct e-classes cannot contain expressions that
compute the same resource graph. This bounds the number of e-classes in the e-graph, and therefore
also the number of e-nodes, to be the number of graphs. Nevertheless this upper bound is the
number of graphs, 2" for n nodes, which is too large for all practical purposes. Therefore, even
though saturation eventually converges in EMIAC, it practically never does — and by a similar
argument neither would any other complete set of rules. Hence, as is common, saturation is limited
by a timeout or by a number of e-classes.

When the set of resources is fixed a priori, each test run wastefully re-generates the same e-graph.
Thus, saturating the e-graph can be done once in advance and cached. Our testing framework
is parameterized by an upper bound on the number of resources. The framework caches the
corresponding e-graph and reuses it for new test inputs. As a result, the most expensive e-graph
operations are avoided during generation.

4.4.3  Extraction from the E-Graph. To generate tests we must process the saturated e-graph. We
start by describing a naive e-graph traversal algorithm that extracts a random IR expression and
discuss its weakness. Given a resource graph, we extract an IR expression by retrieving the e-class
containing its canonical expression. Once the e-class is found, we select a random e-node in the
e-class and recurse on the e-class argument, or terminate if the random e-node is empty. Such a
walk is illustrated in Figure 5.

Alas, this walk generates expressions that are either too large or highly repetitive since the
chance of terminating, i.e. of hitting the empty e-node, is small. On the other extreme, instead of
randomly walking the e-graph, we can always follow the shortest path towards empty. While this
generates short expressions, it may not generate diverse ones after multiple executions, i.e. it
may not divert from the shortest path towards empty. EMIAC adopts a middle-ground presented
in Algorithm 1 which constrains the walk by identifying the nodes that take a long path towards
empty and removing them from the e-graph. It does so by treating the e-graph as a traditional
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graph with all edges weighted by 1, and adapting the classical Dijkstra shortest-path algorithm to
probabilistically mark a node as visited after having visited it. The probabilistic check at line 14
marks an e-class as visited with probability ¢, therefore the shortest-path walk is recovered by
setting ¢ to 0, and the naive random walk is recovered by setting ¢ close to 1. In the following we
describe the algorithm in more detail.

To identify all relevant e-nodes, we start at Algorithm 1: E-Graph Filtering
the e-class of empty, mapping it to the single-

input :G - The e-graph to extract from.

ton set containing only the empty e-node. This ¢ - The probability of not following the
e-class is then placed in the queue of e-classes shortest path.
awaiting processing (line 2—line 5). As long as output: P — An e-graph that can be walked to

produce expressions.

the queue is non-empty, we repeatedly select
1 P < Map.empty()

an e-class to process. For the chosen e-class, we
collect all e-nodes that reference it and belong
to an as-yet unprocessed e-class (line 11). These
e-nodes are added into their parent’s path set
(line 12), and their corresponding e-classes are

2 empty_eclass < G.find(empty)
3 P[empty_eclass] = { empty }
4 visited = { empty_eclass }

queue = [ empty_eclass ]

while |queue| > 0 do

5
6
enqueued for future processing (line 13). Im- - eclass « queue.pop()
portantly, we do not immediately mark these for enode € G.ref_to(eclass) do
e-classes as visited, since doing so would re- ° parent « G.find(enode)
duce diversity. Instead, we do a random check *° if parent € visited then
to mark them as visited (line 14). " | continue
Finally, walking the e-graph generated by * P[parent]  Plparent] u {enode }
Algorithm 1 randomly as in Figure 5 is sufficient : ?fu:::;;ﬂsg( p:;eftg) then
to generate diverse yet small graph expressions. | visited < visited u { parent }
We note that since Algorithm 1 only depends on | L

the (cached) saturated e-graph and a probability
parameter, it can be done once preemptively and cached for future test generation.

4.4.4 Batching. To test the stateful behavior of provision-based IaC engines we must deploy
multiple programs in succession. We do so by deploying the generated test program in batches.
For example, consider the program (con a b (add ¢ (add a (add b empty)))). We may split it into the
following three batches: first (add b empty), second (add a (add b empty)), and third the full program.

Care must be taken when splitting the program. To be deployable, an IaC program’s resource
graph must be a DAG. Even though the full program produces a DAG, a batch could still be cyclic.
For example, the program (disc a b (con a b (con b a empty))) computes a DAG, yet if it is split into
two batches at the disc, then the first batch contains a cycle and cannot be deployed.

To make sure we select acyclic batches we avoid traversing e-classes whose corresponding
resource graph contains a cycle. In fact, we do so by preventing cyclic graphs from ever being
represented in the e-graph by modifying all the rules from Section 4.4.1 that introduce a (con a b g)
by adding the constraint that a < b according to some total-order on the resource nodes.

Therefore, as we walk P to generate a program, it is guaranteed that splitting the program at any
point generates two DAGs.

4.5 Test Execution and Oracles

To improve the performance of EMIAC, we designed it to generate multiple tests in parallel. Since
walking the e-graph is a read-only operation and therefore easily parallelizable, EMIAC can generate
one test per thread. Moreover, each program can be batched in parallel. If the number of test inputs
is n and each produces b batches, then transpiling the n - b programs can also be done in parallel
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and interleaved with batching. Finally, once all n - b programs are transpiled and written to disk, we
spawn n threads, each deploying its b batches sequentially, thereby producing n resource graphs.

Each of the resource graphs generated by the test execution is compared for equality against
the resource graph from the source test, i.e., the one from the blue box in Figure 4. This source
resource graph is produced during test input generation before any metamorphic transformation is
applied. It acts as the oracle for the n resource graphs produced by the n batches of the metamorphic
transformation. Crucially, testing the equivalence of resource graphs is not graph homomorphism.
For example, a deployment that creates a single AWS S3 bucket is not the same as a deployment
that creates a single AWS EC2 instance. The resource graph equality test between two graphs is
done by checking the equality of the two node sets and the two edge sets. Finally, a bug is found
when the equality test fails and the batch sequence is exhibited as the bug witness.

4.6 Formalism

In this section we present EMIAC formally in line with the definitions of Section 2.1.

Let G be the set of all resource graphs and 0g € G be the empty resource graph. Let 7 be the
set of all programs consumed by a stateful IaC deployment engine modeledas D; : §x P — G, a
function that deploys a program on top of an existing resource graph. We assume the deployment
engine is correct, i.e. that no matter the state it produces the same result. Finally, we assume we are
given a sound transpiler T : G — P, one that satisfies: D;(T(g),05) = [g]. The system under test
is defined as follows:

Definition 4.3. The system under test is the function D* : G* — G that deploys a sequence of IR
programs such that: D*(®) = 0g and D*(t;, -+, t, 1) = D1(T(t,4.1), D*(t1, -+, 1))

To define the metamorphic relation M R we must define the input relation J  and output relation
O 5. Two sequences of input IR programs are in J 5 if they aim to deploy the same resource graph
in the final program regardless of the intermediary deployments, i.e., if 7 x({g, -, 8.}, {871, > &n})
whenever [g,] = [g/,] and O is graph equality. To define the metamorphic transformation 7 we
require a definition of e-graphs which we adapt from [77]:

Definition 4.4. An e-graph & is a triple (V,, V,, E) such that: (1) V, is a set of e-classes, (2) V, is a
set of e-nodes, and (3) E : V,, — V, is a total function representing e-class membership edges.
E-classes are drawn from some countably infinite set, i.e., V, C C and e-nodes are tuples whose first
element is a function from an alphabet ¥ with an associated arity and the remaining elements are

e-classes, i.e, V, C Ufez{ f}x Vcarity(f ).

To simplify, let R = {ry, ..., 7,} be the set of resources and choose 3. = {empty} u {add, rem} x Ru
{con, disc}x R?. All symbols in X have arity 1 except empty, which has arity 0. By abuse of notation,
every program in the IR, except for empty, can be rewritten as f(g) where f € ¥ and g is another
program, for example (add r; empty) can be written as (add, r;)(empty) with (add, r;) € =. In the
following we first define how to find the e-class of an expression with [-], which we use to define
an equivalence relation =¢ over G, and then define a saturated e-graph.

Definition 4.5. If g = empty then [g] = E(empty), otherwise let g = f(g’) then [g] = E(f([g’])).
Definition 4.6. Given two IR programs g; and gy, then g; =¢ g, iff [g1] = [g2]-

Definition 4.7. An e-graph & is saturated w.r.t. an equational system E whenever (g7, g&,) € E*
implies g; =¢ g, where E” is the reflexive, symmetric, transitive, and congruent closure of E.

We saturate our e-graph w.r.t. the equational system in Section 4.4.1. Thanks to Lemma 4.1, when
[g1] = [g2], ie. g1 =¢ g9, then [g;] = [g;]- Now we define the metamorphic transformation 7 that
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is given a sequence of IR programs and produces a new sequence of programs. The transformation
is defined in two parts: as a walk (Section 4.4.3) and a batcher (Section 4.4.4). First, we define
Walk : V, = G which maps an e-class to a (possibly infinite) set of all IR programs in it:

Definition 4.8. Let g be an IR program and ¢ be an e-class. If g = empty then g € Walk(c) iff
E(empty) = c. Otherwise let g = f(g’) then g € Walk(c) iff g’ € Walk([g’]) and E(f([g'])) = ¢

The batcher splits an IR program into parts with the invariant that any earlier program is a
subterm of a later program. We define Baich : G — P(G*) that generates all possible batchings:

Definition 4.9. Batch(empty) = {empty} and Batch(f(g)) = (Batch(g) u Batch(g) \{g}) x{f(g)}.

Finally, we can define the metamorphic transformation 7 as follows:

T
Definition 4.10. gy, -, 8, —> &1, &n iff 3g” € Walk([g,]), (g1, &) € Batch(g").
We state the correctness of our framework in the following two theorems.
THEOREM 4.11 (METAMORPHIC RELATION). D*, Jp, and O satisfy Definition 2.1

ProOF SKETCH. Let by = {g{,....g,} and b; = {g7,..., g/} be given. The hypothesis H
T r(by, by) is by definition [g,] = [g,]- By definition of D*: D*(by) = D;(g,, D*(g1, -+ &_1))-
By the correctness of Dy: D*(by) = D;(T(g,),0g). By the soundness of T: D*(by) = [g,]. By the
same argument D*(b;) = [g/,]. By definition of O and H it follows that Ox(D*(by), D*(b;)). O

THEOREM 4.12 (METAMORPHIC TRANSFORMATION). Jp and T satisfy Definition 2.2

T
PROOF SKETCH. Assume that g;, -, 8, — g7,-, &, then there exists g” € Walk([g,]) and
g1, ... &n € Batch(g”). By the definition of Batch: g}, = g” so g, € Walk([g,]). By induction on
Walk it’s easy to show that for every g € Walk(c) then [g] = ¢. Thus [g,] = [g/,]- By Lemma 4.1

and Definition 4.7 then [g,] = [g] or Tr({g1, » &u}: 181> > &m})- O

5 Implementation

We implemented EMIAC primarily in Rust. The implementation comprises about 2,900 lines of code
including tests. A key component is a custom e-graph with a custom saturation mechanism. Our
implementation supports deferred rebuilding as introduced by egg [75]. However, the rewrite rules
handled by egg cannot support the rules from Section 4.4.1: while egg’s e-matcher supports condi-
tional e-matching, it only supports conjunction of equalities and not conjunction of disequalities.
While it is technically possible to convert disequalities into equalities by embedding them [77], this
would inflate the size of the e-graph and incur a runtime cost.

Supporting components are lightweight. The random graph generator and graph comparator (see
Figure 4) are written in Python and each requires fewer than 100 lines of code. Execution of the
generated IaC programs is orchestrated via the native IaC tool CLIs (e.g., terraform apply).

6 Experimental Evaluation

In this section, we address the following research questions:

RQ; (Characterization of Resource Graphs): What is the structure of the resource graphs derived
from real-world 1aC programs?

RQ, (Generalizability): Does EMIAC generalize to different 1aC engines?

RQ; (Coverage Comparison): How does the code coverage achieved by EMIAC compare to that of
the official test suites of Terraform and Pulumi?

RQ, (Mutation Analysis): How effective is EMIAC in detecting bugs in IaC engines, as measured by
mutation testing?
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ROQ; (Test Quality): How does the e-graph influence the quality of follow-up tests compared to a
baseline rewriting-based approach?

6.1 Characterization of Resource Graphs (RQ;)

Understanding the size and shape of IaC resource graphs is essential for evaluating IaC engines, as
these graphs are the inputs that engines process to execute infrastructure changes. We conduct
the first large-scale empirical study of resource graphs derived from real-world IaC programs. Our
analysis establishes graph properties such as size, density, connectivity, and depth. These properties
help design test cases covering both common and challenging edge cases for IaC engines.

Procedure. To answer RQ;, we analyze resource graphs extracted from a curated subset of
the TerraDS dataset [5], which originally comprises 279,344 IaC programs across 62,406 GitHub
repositories. We applied the following filtering steps to TerraDS: (1) we removed two extreme
outlier repositories—one with more than 14,000 resources in a single program and another with
over 26,000 edges—that disrupt graph computation;?? (2) we excluded 2,329 archived repositories,
as these projects are unlikely to represent actively maintained IaC programs; and (3) we excluded
52,792 repositories with no commits after July 1, 2024, to focus on recently updated projects. After
these steps, the dataset contains 7,283 repositories with 43,593 IaC programs.

A practical challenge with real-world IaC programs is to extract the resource graph. In practice,
the graph is obtained by running CLI commands such as Terraform plan or apply. Both approaches
require a fully configured environment with concrete input values, provider credentials, state
backends or workspaces, and access to external data sources. Automating the environment creation
is unreliable, and running plan or apply is slow and may incur cloud costs. To avoid these overheads,
we relied on static analysis. Specifically, we employed Checkov [9], an open-source static analyzer
for TaC programs. Checkov statically parses Terraform programs and internally constructs the
resource graph without deploying or interacting with cloud providers. We forked Checkov’s
repository and extended it to export the resource graph in a machine-readable format. We executed
Checkov on each of the 43,593 IaC programs and produced the corresponding resource graphs.

Metrics. We measure the number of nodes (resources) and the number of edges (dependencies)
of resource graphs. We assess connectivity using the maximum in-degree, i.e., the largest number
of incoming dependencies of any resource. Similarly, the maximum out-degree reflects how many
other resources depend on a given one. Dependency depth is quantified by the longest path length,
indicating the longest chain of resources that must be created sequentially. Overall connectivity
is described by the graph density, defined for a directed graph with N nodes and E edges as
D = |E|/(2(|];”)), where the denominator is the maximum number of possible directed edges
without self-loops, yielding a maximal density of 0.5. Finally, we compute the % of isolated nodes, i.e.,
resources without any dependencies that can typically be created in parallel. We aggregate these
metrics across the dataset and report descriptive statistics: minimum, maximum, mean, median,
standard deviation, and the 95th percentile.

Results. Table 1 summarizes the computed metrics for the 43,593 IaC programs across 7,283
repositories. Our analysis shows that real-world IaC resource graphs are generally small and sparse.
Programs define an average of 11 nodes and 9 edges, with medians of 5 and 2, respectively. Most
nodes exhibit low connectivity: the median out-degree is 1, and 25% of nodes are isolated. The
average maximum in-degree is 2.8, but some nodes reach up to 339 incoming edges. Resource
graphs are shallow, with a median longest path length of 1, and sparse, with a mean density of 0.1.

Zhttps://github.com/zedwerks
Shttps://github.com/Azure
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Table 1. Summary statistics of IaC programs in TerraDS [5].

Metric min max mean median stddev 95%ile
Number of nodes 1 801 10.9 5 21.9 40
Number of edges 0 1,172 8.9 2 23.7 40
Max in-degree 0 339 2.8 1 5.4 11
Max out-degree 0 51 1.6 1 1.9 5
Longest path length 0 23 1.5 1 1.6 5
Graph density 0 0.5 0.1 0.05 0.2 0.5
% isolated nodes 0% 100% 40% 25% 40% 100%

RQ; (Resource Graphs): Overall, real-world IaC resource graphs are small, sparse, and shallow
with a median of 5 nodes and 2 edges, an average of 11 nodes and 9 edges.

6.2 Generalizability (RQ,)

We aim to investigate whether EMIAC can be applied across different IaC engines without requiring
engine-specific adaptations. To be practical, EMIAC should be capable of generating and executing
test cases for major provisioning-based IaC engines, such as Terraform, Pulumi, and OpenTofu [22].

Procedure. Based on the insights from RQ;, we randomly generated a resource graph with 5
nodes and 2 edges, matching the median values observed in real-world IaC programs. We then
split the IR into two batches to also exercise the code responsible for diffing the state file against
the updated IaC program. Figure 6 depicts the two resource graphs used in this experiment.

The IR is transpiled into HCL for Terraform and OpenTofu, and into Python for Pulumi.* We
excluded AWS CloudFormation because it is closed-source and primarily targets AWS resources.
The resulting programs are then executed using the three IaC engines across equivalent stages
of a typical IaC workflow: init, plan, apply-1, apply-2, graph, and destroy. The init phase sets up
the working directory and downloads the required provider plugins. The plan phase analyzes
the program and computes the changes needed to reach the target state, without modifying any
resources. The apply-1 phase executes the first batch by creating all resources in the initial resource
graph (left-hand side of Figure 6). In the apply-2 phase, the second batch is executed (right-hand
side of Figure 6). Unlike apply-1, this step does not start from an empty state but must compute
the diff against the resources deployed in the first run, exercising different execution paths w.r.t.
the first batch. The graph command exports the resource graph of the current state. Finally, the
destroy command removes all previously created resources. The terminology varies across tools
(e.g., Pulumi’s preview corresponds to Terraform’s plan), but the steps are functionally the same.

Metrics. We measure the absolute statement coverage; the number of source statements executed
for each core command in each IaC engine. Our goal is to focus on understanding the overall
coverage trends across the core phases of an IaC workflow, rather than directly comparing the
coverage of different IaC engines. Measuring statement coverage at each stage of a typical workflow
helps understand which and how much of the engine’s code is exercised by common operations. All
three IaC engines are written in Go, which provides native support for statement coverage [25, 26].
This ensures a uniform measurement procedure: the Go toolchain instruments the source code and
groups source statements into minimal code blocks, counts the number of statements per block, and
records how often each block is executed. We use this mechanism to quantify coverage per command
consistently across Pulumi, Terraform, and OpenTofu (all the source code is instrumented).

4'Ihroughout our evaluation, we use Terraform v1.12.1, Pulumi v3.171.0, and OpenTofu v1.10.5.
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Results. Figure 7 reports statement coverage for Pulumi, Terraform, and OpenTofu across the
main phases of an IaC workflow. Across all IaC engines, coverage increases sharply from plan
to apply, as the plan computation is a strict subset of what is executed during apply. The second
apply step reaches the highest coverage, since it must reconcile the updated program with the state
created in the first run. As expected, Terraform and OpenTofu exhibit similar statement coverage,
as OpenTofu was forked from Terraform in 2023. Pulumi shows a lower absolute coverage, but
follows the same overall trend.
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Fig. 6. Resource graphs of the first batch (left) and Fig. 7. Statement coverage of IaC programs gener-
the second batch (right). ated from the same graph.

RQ, (Generalizability): Overall, EMIAC generalizes across Terraform, OpenTofu, and Pulumi,
as it is applicable without engine-specific modifications. Statement coverage results show that
the same generated test case triggers a similar coverage trend across a typical IaC workflow in
the considered IaC engines, with peaks during the second apply (state diff).

6.3 Coverage Comparison (RQ;)

Test suites maintained by tool developers serve as a natural baseline for coverage comparison [6, 23].
These tests are usually carefully crafted to validate the correctness of the codebase. Moreover, they
are designed at the function level to exercise individual units. By comparing EMIAC’s coverage
against developer-written test suites, we aim at identifying complementary strengths.

Procedure. To answer RQ3, we considered Terraform and Pulumi. We omitted OpenTofu, as
Section 6.2 already shows that its coverage closely matches that of Terraform. For Terraform,
the repository contains a root Go module in terraform, with the majority of source code located
under terraform/ internal . Terraform comprises 168 Go packages, 165 of which under terraform/ internal .
Pulumi, in comparison, consists of 131 packages. For both IaC engines, we executed the official test
suites with coverage enabled. For Terraform, these are primarily the packages under terraform/ internal
/terraform and terraform/ internal / states, which implement the core engine functionality. For Pulumi,
the relevant code primarily resides in pulumi/pkg/engine and pulumi/pkg/graph. We then computed the
coverage achieved by EMIAC for comparison. To configure EMIAC, we relied on the insights
from RQ,, setting the number of resources to 11 and the maximum number of dependencies to 9,
consistent with the average graph characteristics (Section 6.1). We extracted five distinct graphs
from the e-graph, corresponding to five different runs, to deal with the randomness of the e-graph
walk. Each of these graphs was then split into four batches that we executed sequentially.

Metrics. We measure statement coverage using the same mechanism as in RQ,. Since our focus is
on comparing EMIAC with the developer-written test suite, we normalize statement coverage w.r.t.
the total number of statements in the source code. For both Terraform and Pulumi, we report the
(i) overall coverage of the test suite, (ii) overall coverage of EMIAC, averaged across five runs, (iii) a
breakdown across packages, and (iv) the number of statements uniquely covered by EMIAC. This
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Table 2. Statement coverage in /terraform/ internal Table 3. Statement coverage in /pulumi/pkg compar-
comparing Terraform test suite and EMIAC. ing Pulumi test suite and EMIAC.
Coverage (%) Coverage (%)

#S  Test Suite EMIAC AS #S  Test Suite EMIAC AS
Overall 83,551 61.14% 10.95% 98 Overall 49,259 32.68% 14.82% 1,313
/terraform 8,208 85.12%  31.27% 1 /graph 80 57.50%  58.75% 3
/states 2,170 79.35% 26.22% 0 /engine 1,614 39.84%  40.39% 179
/plugin6 1,581 62.81%  19.43% 6 /resource 7,073 58.83%  36.36% 451
/configs 4,602 86.27%  14.69% 1 /util 330 34.55%  28.89% 20
/command 12,335 74.29%  14.06% 14 /backend 7,322 49.99%  21.55% 333
/tfplugin6 3,056 10.50% 7.59% 69 /emd 10,768 39.04% 17.58% 327

Terraform Pulumi

Input Size (|V],|E]) Seed Source #S S Cov. (%) #S S Cov. (%)

14 10.95% 14.82%
Average (11, 9) Generated 9,148 0.95% 7,300 8

TerraDS 9,142 10.95% 7,297 14.81%
Generated 9,196 11.01% 7,403 15.04%

vile (40, 4 ’ ’
95%ile (40, 40) TerraDS 9,190 11.00% 7,410 15.04%

Table 4. Comparison of coverage using randomly generated seeds vs. real-world graph shapes from TerraD$
for average and large input size.

enables us to assess how much of the code exercised by EMIAC overlaps with or extends beyond
the coverage achieved by the official test suites.

Results. The statement coverage metrics for Terraform and Pulumi are shown in Table 2 and
Table 3, respectively. Due to space restrictions, we only report the most relevant subdirectories
that are related to the deployment mechanism of the IaC engine, which is the target of EMIAC;
nonetheless, the overall coverage reported in the first row of each table considers the whole
codebase. For Terraform, EMIAC achieves notable coverage in deployment-related subsystems:
31.27% in /terraform, and 26.22% in / states. For Pulumi, EMIAC achieves 58.75% coverage in /pkg/graph
and 40.39% in engine, slightly exceeding the coverage attained by the existing test suite.

Beyond coverage percentages, EMIAC executes previously untested statements (AS) that the official
suites miss. For Terraform, EMIAC adds 98 statements overall, with most of the unique coverage in
/ tfpluginé (69), and additional contributions in /command (14) and /plugine (6). For Pulumi, the effect
is more pronounced: EMIAC contributes 1,313 extra statements, primarily in /resource (451), /backend
(333), and /emd (327).

In Table 4, we compare seeds that are randomly generated by our random graph generator (see
Section 4.3.1) against graph shapes taken directly from real Terraform programs in TerraDS, for two
representative input sizes: an average-sized graph (11 resources, 9 dependencies) and a large graph
at the 95th percentile of TerraDS (40 resources, 40 dependencies). The results are consistent across
Terraform and Pulumi, showing that the size of the input graphs has little impact on the coverage
achieved by EMIAC. This shows that EMIAC produces inputs that stress the engine similarly to
real-world graphs of the same size, and that EMIAC’s coverage is not an artifact of a particular
seed selection strategy. Our random graph generator is parameterized to match key structural
characteristics of real IaC resource graphs. Nevertheless, it can produce shapes that differ from
those observed in TerraDS. For example, it may generate very long dependency chains or nodes
with very high in-degree/out-degree, which are unlikely to occur in practice, as resources typically
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depend on a limited set of other resources. We view this as complementary: real-derived graphs
ground testing in realistic structures, while random graphs expand exploration to stress edge cases.

RQ; (Coverage): Overall, EMIAC complements the official test suites of Terraform and Pulumi
by exercising additional statements in core components of their deployment mechanisms, and
this gain is stable across input sizes. In particular, EMIAC covers 98 extra statements in Terraform
and 1,313 in Pulumi.

6.4 Mutation Analysis (RQ,)

Code coverage is a computationally efficient criterion to assess the adequacy of a test suite. Yet, it
may give a false sense of confidence on the correctness of the program under test, especially when
the behaviors exercised by the test are not properly asserted [38]. Mutation analysis [17] addresses
this problem by systematically injecting syntactic changes into the program under test (i.e., mutants)
to mimic programmers’ mistakes, and by assessing whether the test suite is able to catch them. In
testing parlance, a mutant is said to be killed if the test suite fails when the mutant is executed.
Several mutation analysis tools have been proposed by researchers and practitioners [11, 44, 73],
and mutation analysis has also seen adoption in industry [28, 55]. In this research question, we
aim to investigate whether EMIAC is effective in catching injected faults that are not killed by
developer-written test suites. Such cases indicate that EMIAC complements the existing tests and
strengthens its bug detection capability.

Procedure. We considered the major IaC engines, namely Terraform, Pulumi, and OpenTofu,
for this RQ. To ensure a focused and efficient analysis, we selected one representative package
per engine, specifically the one most relevant to its deployment mechanism. For Terraform, we
analyzed the internal / states package, for Pulumi the pkg/engine, and for OpenTofu we considered
the internal /tofu package. For each engine and package, we executed the Go mutation analysis
tool go-mutesting [73], a maintained and widely used framework,> with its default configuration to
inject mutants. We then processed the mutants by (1) filtering those that did not compile. To make
the comparison with the developer-written test suites fair, we (2) retained the mutants that are
executed by both the developer-written test suite and EMIAC. Indeed, a necessary condition for
mutation killing is coverage, i.e., the line that contains the mutation must be excercised by at least
one test case. Additionally, we (3) filtered the mutants killed by the developer-written test suite,
and (4) executed EMIAC on the remaining mutants.

Metrics. We count the number of mutants killed by EMIAC that are not by the official test suites.

Results. Regarding Terraform, go-mutesting gener- 1able 5. Previously unknown bugs and test gaps
ated 564 mutants across 11 files in the internal / states ~ detected by EMIAC in major IaC engines.
package; 442 compile and are retained. Removing
mutants not executed by both the official test suite ID  IaCEngine Issue Status
and EMIAC, as well as those already killed by the
suite, leaves 93 mutants. EMIAC killed four addi-
tional mutants. Two map to the same underlying Terraform  weak oracle  fixed
defect, i.e., a missing test for a specific edge case. Pulumi missing test  ack.
Therefore, we reported three concrete test gaps to 6-10 OpenTofu  underreview unreported
the maintainers (IDs 2-4 in Table 5). The issues were acknowledged by the Terraform developers and
our fixes were merged into Terraform’s main branch®. Regarding Pulumi, the mutation analysis tool

Pulumi wrong specs  fixed
Terraform  missing test  fixed
Terraform  missing test  fixed

G W N =

SLast commit 6 months ago at the time of writing and 188 stars on GitHub.
%See pull request: https://github.com/hashicorp/terraform/pull/37650.
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generated 996 mutants across 15 files in the pkg/engine package; 837 compile and are retained. After
the filtering of the code coverage and test suite, 39 mutants remained. EMIAC killed one additional
mutant. We reported the gap to the maintainers (ID 5 in Table 5), which has been acknowledged.
We also identified and reported a specification error in the documentation (ID 1 in Table 5), which
was promptly fixed’.

Regarding OpenTofu, the mutation analysis tool generated 5,216 mutants across 120 files in the
internal /tofu package. After removing non-compiling mutants, we randomly sampled 10 files for
detailed analysis and retained the mutants that are executed by the test suite and EMIAC, yielding
273 mutants. The official suite killed 171 of 273. EMIAC killed 5 additional mutants. Due to the
time-consuming task of manually inspecting and reporting each case, we are still in the process of
reporting them to the maintainers.

False negatives. We estimate false negatives using mutation analysis. A false negative is a mutant
that survives after running EMIAC. Since we only keep mutants that (i) compile, (ii) are executed
by both EMIAC and the official test suite, and (iii) are not killed by the official suite, each survivor
is a limitation of both oracles. These survivors therefore point to concrete opportunities to improve
future metamorphic or unit-level checks. Table 6 groups false negatives by mutation operator, while
Figure 8 groups them by engine component (see Figure 1).

Across engines, most false negatives come from statement omission and boolean-term masking
(Table 6). Such changes can leave the high-level provisioning outcome unchanged for our workloads.
For Terraform, 89/442 mutants survive (20.1%). The highest survival rates are for boolean-term
masking (20/63, 31.7%) and statement omission (30/112, 26.8%). In contrast, branch-body deletion
is rarely missed (7/140, 5.0%). The component breakdown in Figure 8 also reflects our setup. We
mutate one representative engine-core package per tool (Terraform: internal / states; Pulumi: pkg/
engine; OpenTofu: internal /tofu). It is therefore expected that Terraform’s survivors appear in the
State Manager. Pulumi’s survivors are spread across components, suggesting remaining gaps across
reconciliation and execution. OpenTofu’s survivors appear mainly in the Graph Builder. This
suggests that many remaining gaps are in code that constructs or updates dependency graphs.
These cases are good candidates for future work, for example by adding checks on exported graphs
and other intermediate representations. Overall, these results show that future work could, for
example, focus on infrastructure drift by injecting controlled drift between runs and checking that
reconciliation produces the expected plan and final state.

RQ, (Mutation Analysis): Overall, EMIAC kills 24 mutants that the official suites of Terraform,
Pulumi, and OpenTofu miss, demonstrating its ability to identify real-world test deficiencies and
bugs in the major IaC engines. Three such deficiencies have already been fixed and merged in
the main branch of Terraform.

6.5 Test Quality (RQ5)

RQ; investigates EMIAC’s e-graph impact on follow-up test quality, and compares it to a baseline
that applies random rewrites to generate follow-up tests according to the metamorphic rules.

Procedure. To assess the quality of the tests generated by EMIAC, we considered the following
assignments to each variable: resource graphs with 5, 10, 20, 30, 40, 60, 80, 100 and 120 resources,
escape probabilities of 1%, 10%, 25%, 40%, and 50%, and timeouts of 30 seconds, 2, 7, 15, and 30
minutes. For each triple, we generated 50 random source test cases, resulting in a total of 11,250
configurations. For each configuration, we used EMIAC to generate 100 equivalent follow-up test

"See issue: https://github.com/pulumi/docs/issues/15490.
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Mutation operator Terraform Pulumi OpenTofu Graph
statement omission 30/112 (26.8%)  17/256 (6.6%) 25/346 (7.2%) Builder
X++ —> Q@
boolean-term masking ~ 20/63 (31.7%)  15/93 (16.1%)  22/139 (15.8%) Differ | ]
a&&b — true
loop control change 15/55 (27.3%) 1/65 (1.5%) 3/125 (2.4%)
break — continue Executor :
branch-body deletion 7/140 (5.0%) 1/240 (0.4%) 17/404 (4.2%)
if(e){s} » if(c){} State I
numeric literal +1 16/65 (24.6%)  4/155 (2.6%) 16/94 (17.0%)  Manager ‘ ‘
n—n+l
boundary shift 1/6 (16.7%) 0/14 (0.0%)  10/21 (47.6%) 0 50 100
x<k — x<k Number of survived mutants
arithmetic operator swap 0/1 (0.0%) 0/14 (0.0%) 4/9 (44.4%)
ab - ab [ Terraform [ Pulumi [] OpenTofu
Total 89/442 (20.1%)  38/837 (4.5%)  97/1,138 (8.5%)
Table 6. Surviving mutants (false negatives) by mutation class. Each Fig. 8. False negatives per engine com-
cell reports FN/compiled and the corresponding FN rate. ponent.
103 103 -10°
2\15 = T 3 157 T T T 15 7 T T =
@10 |- - 10 |- -1 10 - -
2
25t -+ 5 4 5t .
o U | | o L \ | | o L | |
0 50 100 0 500 1,000 1,500 0 0.2 0.4
107! 107! 107!
> [T T T T T T T T T T
o
%107__/\/_,710* *10*\*
el
55| | 5 1 s =
o
3
x o L | | | | | | o Ll | |
0 50 100 0 500 1,000 1,500 0 0.2 0.4
10! 101 10!
6 7 6 6 T
4l 44 44 .
N
n2 - 2 1 2 n
o L | | o L i | | o L f
0 50 100 0 500 1,000 1,500 0 0.2 0.4
Resource Count Timeout (sec) Escape Probability

Fig. 9. The diversity, redundancy, and size of the tests by resource count, timeout, and escape probability.

104 -10!
T T T T T T = =
100 || —— EMIAC i —— EMIAC
. 0 200 . f
-~ baseline 9 baseline
- <
2 s
2 50 i 3100 - N
a z
0 P s \ \ \ o | I I | I 1
0 200 400 600 800 1,000 0 200 400 600 800 1,000

Number of tests

Number of tests

Fig. 10. The diversity and the number of new states discovered with the number of tests generated.

cases, resulting in a total of 1,125,000 tests.
For the baseline, we generated 10 source test cases and then applied EMIAC to generate 1,000
equivalent follow-up tests for each with a resource count of 15, a timeout of 900 seconds, and an
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escape probability of 50%. We found that, on average, EMIAC generated 1 test per 3.9 ms. Then,
we used the baseline approach that keeps searching and applying rewrite rules for 3.9 ms for each
of the 10,000 follow-up tests. This time budget was equivalent to applying 381 rewrite rules, on
average, per test. This comparison allows us to measure the difference in diversity and its evolution
between follow-up tests generated by EMIAC and those generated by the baseline when both are
given the same time budget as set by EMIAC.

Metrics. We use three metrics to judge the quality of follow-up tests. The first is a measure of test
diversity: we count the number of distinct intermediary graphs across all 100 follow-up tests per
configuration. We choose this metric to penalize test cases with repeating patterns. The second
measure is test redundancy, the ratio of follow-up tests that do not discover any new resource
graph while executing. Finally, test size measures the average size of a generated follow-up test per
configuration compared to the canonical representation of the resource graph of the configuration.

Results. In the first row of Figure 9, we plot the average diversity of the 1,250,000 follow-up
tests by the resource count first, then the timeout, then the escape probability. In other words,
we count the average number of unique graphs visited by each of the 100 test cases of the 11,250
configurations. The diversity increases with the resource count since the space of directed graphs
of a given size grows exponentially. Similarly, the diversity increases with the escape probability as
the e-graph walker is allowed to choose more e-nodes that may take longer paths to the empty
graph, and thus cover more intermediary states. However, the timeout’s influence on the diversity
seems weak but consistently positive. Therefore, as expected, increasing all three parameters seems
to increase the test diversity.

In the second row of Figure 9, we show the ratio of tests that only revisit previously explored
graphs. For the same reasons as before, the ratio decreases as the escape probability increase,
whereas it remains relatively flat with the timeout and number of resources.

In the third row of Figure 9, we show the relative increase in test size w.r.t. the smallest test
generated by the canonical graph representation. Thanks to the filtering performed before the
e-graph walk in Algorithm 1, the increase in test size grows with higher escape probabilities as
expected, while it remains relatively unchanged w.r.t. the timeout and number of resources.

Based on this analysis, we select an escape probability of 25%; a resource count of 50, more than
the 95%ile of nodes (Table 1), and a timeout of 15 minutes to compare the diversity of the tests
generated by EMIAC with that of the baseline rewrite approach (left-hand side) in Figure 10. We
observe that EMIAC produces substantially more diverse tests than the baseline. On the right-hand
side of the figure, we compare the average number of new states discovered per 10 source test
inputs after executing each follow-up test. Although both approaches exhibit a natural decrease,
EMIAC maintains a higher rate of new state discovery throughout the generation of follow-up tests.
These results support the effectiveness of EMIAC’s strategy of caching and selectively traversing
the e-graph only when generating new tests: the quality of the generated tests does not degrade
significantly as the number of tests increases.

RQ; (Test Diversity): Overall, EMIAC produces high-quality follow-up tests with substantially
greater diversity than the baseline approach, and its diversity degrades far less as the number of
generated tests increases.

7 Threats to Validity

EMIAC targets the IaC engine core using mock, side-effect-free providers. Consequently, it does
not cover provider-induced failures (e.g., authentication, rate limiting, or provider-specific API
semantics). Moreover, our metamorphic oracle checks equivalence at the level of computed resource
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graphs, missing faults that preserve the graph while changing other externally relevant outcomes
(e.g., logs). Concurrency bugs are in scope but appear rare in practice [19]; they may arise when
independent resources are deployed in parallel, which EMIAC tests. Although IaC engines reconcile
drift, we do not simulate arbitrary perturbations of live infrastructure or the state file; systematically
testing drift-handling would require controlled state perturbations, which is beyond this work.

Our evaluation uses randomly generated resource graphs. To improve representativeness, we
parameterize the generator using size/depth/sparsity statistics from a large dataset of open-source
IaC programs, but open-source programs may under-represent some industrial configurations.
Our results indicate that coverage is similar across different graph sizes and between randomly
generated graphs and graphs derived from real-world programs.

Finally, because test generation and e-graph exploration are randomized, individual runs may
differ. To mitigate this, we repeat each experiment multiple times and report averages. The evaluation
shows that the differences between runs are small.

8 Related Work

Metamorphic Testing. MT has been successfully applied to many domains. Mansur et al. [46, 47]
applied MT to test Datalog engines, revealing several bugs in state-of-the-art engines. Moreover,
MT has been applied to test compilers [42], machine learning applications [76], or web systems [8].
Notably, Rigger and Su [58, 59] applied MT to database management systems and uncovered
numerous bugs in popular systems. Segura et al. [61] provide a comprehensive survey of MT
techniques and applications. Sun et al. [70] validate SMT solver rewrite systems by exploring the
rewrite space via e-graphs and equality saturation. Compared to prior work that tests programs or
domain-specific systems, we define MRs directly over resource graphs expressed in an IR, which
makes the approach general and engine-agnostic.

Infrastructure as Code. 1aC engines are commonly classified as either configuration-based or
provision-based [19]. The former, such as Ansible [37], Puppet [36], and Chef [13], manage the con-
figuration state of existing infrastructure components (e.g., files) on already provisioned machines.
Most prior work has focused on analyzing IaC programs, whereas the deployment engines that
execute them have received comparatively little attention. For example, Hummer et al. [35] were
among the first to investigate deployment behavior, proposing an approach to test idempotency
in Chef and revealing a bug in its implementation. Later, Drosos et al. [19] provided a large-scale
study of bugs in Ansible, Puppet, and Chef, classifying issues across both programs and deployment
engines. Research on Ansible has emphasized defect detection and maintainability: Opdebeeck et al.
[51, 52] examined code smells and control-flow anomalies, while Hassan and Rahman [34] analyzed
bugs in Ansible scripts. For Chef, security has been the primary concern, with Rahman et al. [57]
identifying vulnerabilities in Chef scripts. For Puppet, Sotiropoulos et al. [67] addressed the lack of
fault-detection for real-world manifests, introducing a trace-based method that identified missing
ordering and uncovered numerous previously unknown issues in widely used modules.

On the other hand, provision-based engines, such as Pulumi [72], OpenTofu [53], Terraform [33],
and AWS CloudFormation [63], manage cloud resources. Most studies on provision-based engines
focus on testing methodologies and program analysis. Sokolowski et al. [65] introduced ProTI,
an automated testing framework for efficient unit testing of Pulumi TypeScript programs. ProTI
was evaluated on the PIPr dataset [66]. Similarly, Biihler et al. [5] compiled a dataset of Terraform
programs. Compared to prior work, EMIAC is the first to test provision-based engines.

E-Graphs. E-Graphs were introduced in the PhD thesis by Nelson [50] for program verification.
They extend the union-find data structure [24], which represents an equivalence relation, i.e., one
which is reflexive, symmetric, and transitive, with congruence among uninterpreted functions
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(UF). The e-graph is now a defacto standard for the implementation of the core UF theory in SMT
solvers such as Z3 [16], CVC [2], and OpenSMT [4]. Beyond using e-graphs, Z3 also contributed
the standard efficient e-matching algorithm [15]. Solvers beyond SMT such as Simplify [18] and
CCLemma [40] have successfully employed e-graphs for the application of theorem proving.

E-Graphs have also found success in program optimization. Denali [39] is a super-optimizer that
produces nearly optimal binaries using an e-graph. Denali later inspired Tate et al. [71] to equip
e-graphs with a saturation engine for the purpose of optimization. In the real world, Cranelift [20]
is a WebAssembly optimizing compiler that uses an (acyclic) e-graph for its optimization phase.
Beyond programs, e-graphs have been used by Coward et al. [14] to optimize circuits. Cao et al. [7]
introduce Babble, which uses e-graphs, equality saturation, and anti-unification to learn reusable
library abstractions and compress program corpora.

After the introduction of the influential deferred rebuilding and e-class analysis extensions
in egg [75], there has been active research into making e-graphs more expressive. For example,
Zakhour et al. [77] extend e-graphs to reason about disequality as well as equality. EasterEgg [64]
and Assume nodes [14] extend the e-graph to reason about conditional equalities. And finally,
Slotted E-graphs [60] extend the e-graph to account for a-equivalence for expressions with binders.

Compared to prior work, we employ e-graphs as a test generator and equivalence oracle for TaC
programs. To the best of our knowledge, EMIAC is the first to use e-graphs for software testing.

Automated Test Generation Techniques. Prior work on automated test generation often relies
on coverage-guided generation [41], evolutionary search [27], or fuzzing [48]. We do not adopt
these techniques in EMIAC for several reasons. Coverage-guided generation typically requires
instrumenting the system under test, which ties the technique to a specific engine, programming
language, and build setup, undermining portability [41]. Fuzzing spends substantial effort producing
ill-formed or type-invalid configurations that are rejected early, whereas EMIAC generates well-
formed programs by construction and focuses testing on the engine core [43]. Evolutionary search
repeatedly mutates tests and evaluates candidates using a fitness metric such as coverage, which
requires executing the engine inside the generation loop and is expensive [23]. By contrast, EMIAC
can generate diverse candidates by walking a saturated e-graph without executing the engine. These
techniques are complementary: when instrumentation is available, coverage-guided generation
could be integrated with EMIAC. In this work, however, we prioritize portability and evaluate
fault-finding capability via mutation analysis rather than optimizing for specific coverage metrics.

9 Conclusion

We present EMIAC, the first metamorphic testing framework for IaC engines. EMIAC addresses
the oracle problem by encoding semantic equivalences over resource graphs in a dedicated IR and
verifying them using equality saturation on e-graphs. Based on these equivalences, it systematically
generates large families of diverse yet equivalent tests that exercise engine-critical paths.

Our evaluation across Pulumi, Terraform, and OpenTofu shows that EMIAC is practical: it covers
98 and 1,313 previously untested statements in Terraform and Pulumi respectively, and kills 3, 1,
and 20 additional mutants in Terraform, Pulumi and OpenTofu. The three test deficiencies have
already been merged by Terraform, and a specification fix has been accepted by Pulumi. Beyond
immediate testing gains in IaC, e-graphs emerge as a general substrate for reasoning about test
generation, paving the way for their application in other domains.
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